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Agenda
• Learn About Recent Threats

• Business E-mail 
Compromise (BEC)

• Ransomware
• Generative AI Scams
• Increasing Attack Surface

• Other Suggestions

• Trends in Privacy



Trends

Source: 2024 Global Threat Report: CrowdStrike



Business E-mail 
Compromise (BEC)



Business E-mail Compromise



BEC Prevention

TRAINING MULTI-FACTOR 
AUTHENTICATION

MONITORING 
(EXTERNAL VS. 

INTERNAL)

VENDOR MANAGEMENT



Ransomware



Ransomware



Ransomware Prevention

TRAINING ENDPOINT PROTECTION 
SYSTEMS (PATCHES, ANTI-VIRUS, 

ETC)

BACK-UPS



Generative AI Scams



Generative AI Scams 



Generative AI Scams 



Generative AI 
Scams 



Generative AI Scams 
Preventions

Training Web Content 
Management

Policies for Work 
Environment and 

Gateways

Password 
Managers 

coupled with MFA



Increasing Attack 
Surface



Increasing 
Attack 

Surface

• IT devices
• Software
• Services

Shadow IT: Unsanctioned/Unknown Use of:

Outsourcing services



Increasing Attack 
Surface 

Prevention 

Acceptable 
Use Policies

Vendor 
management 

policies 

Annual 
information 

inventory 

Vulnerability 
Scanning



Other Suggestions and 
Trends in Privacy



Other 
Suggestions

Policies

Monitoring 

Development Controls

Risk Assessments

Vendor Management



Privacy Trends
Source: IAPP



Privacy Trends

• Source: IAPP



Common Privacy 
Legislation 
Attributes

Consumer Right
• Access
• Correct
• Delete
• Opt-out or in of certain processing and 

sales
• Portability
• Automated Decision Making
• Civil Legal Action



Common Privacy 
Legislation 
Attributes

Business Obligations
o Opt-in default
o Notice/transparent Requirement
o Risk Assessments
o Prohibit Discrimination
o Purpose/processing limitation

o Retention limits
o Vendor Management



Q&A
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